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MANAGEMENT
Ref: OI-CORR-101
MEMORANDUM FOR DOD FOIA OFFICES
SUBJECT: ’,Wifhholdiug of Personally Identifying Information Under the [Freedom of

: .,'Infonnation Act (FOIA)

The President has declared a national emergency by reason of the terr

brist: attacks on the

United States. ‘In the attached memorandum, the Deputy Secretary of Defense ke,mp'hasizes the

responsibilities all: DoD personnel have towards o
military and civilian personnel, DoD operational capabilities, facilities and r
Department of Defense personnel should have a heightened security awarene

day-to-day difies and recognition that the increased security posturc will rema

an indefinite period-of time.

This c’hahge in our security posture has implications for the Defense I

policies implementing the Freedom of Information Act (FOIA). Presently all

withhold, under 5 USC § 552(b)(3), the personally identifying information (n

address; official title, and information tegarding the person’s pay) of military
personnel who are assigned overseas, on board ship, or to sensitive or routine
Names and other information regardiug DoD personnel who did not meet thes
been routinely released when requested under the FOIA., Now, since DoD pet
increased risk tegardless of their duties or assignment to such a unit, release o
personal information must be more carefully scrutinized and limited.

I have therefore determined this policy requires revision. Effective imi
‘personally identifying information (to include lists of e-mail addresses) in the
below must be carefully considered and the interests supporting withholding d
given more serious weight in the’analysis. This information may be found to
USC § 552(b)(6) because of the heightened interest ini the personal privacy of
that is concurrent with the increased security awareness demanded in times of
emergency.

o Lists of personally identifying information of DoD personnel: All Dol
ordinar»iB/ withhold lists of names and other personally identifying inf]

- personriel currently or recently assigned within a particular companent
or office:with the Department. of Defense in response to requests undet

to include active duty military personnel; civilian employees, contracto

perations security and the increased risks to US
esources. All

$s concerning their
in a fact of life for

epartment’s

DoD components
ame; rank, duty
and civilian

y deployable units.
e criteria have
sonne] are at
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national
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the FOIA. This is
rs, members of the

‘ Nationﬁl:@uﬁrd and Reserves, military dependents, and Coast Guard personnel when the
Coast Guard is-operating as a service in the Navy. Ifa particular request does not raise
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securitybr privacy concerns, names may be released as, for example, a/list of attendees at
a meeting~held more than 25 years ago. Particular care shall be taken prior to any
decision to release a list of names in any electronic format. s

*  Vaification of status of named individuals: DoD components may determine that release
of personal identifying information about an individual is appropriate only if the release
wouldnot'raise security or privacy concerns and has been routinely released to the
public..

+  Names in documents that don’t fall into any of the preceding categori
names ‘of DoD personnel, other than lists of names, mentioned in doc@nents that are
. releasable under the FOIA should not be withheld, but in special circumstances where the
release of a particular name would raise substantial security or privacy iconcems, such a
narne may be withheld.

When ‘processing a FOIA request, a DoD component inay determine thja,t exemption
(b)(6) does: not fally protect the component’s or an individual’s interests. In this case; please
contact Mr. Jim Hogan, Directorate of Freedom of Information and Security Review, at.(703)

'+ 697-4026, or DSN 227-4026.

. This policy does not preclude a DoD component’s discretionary releasé of names and
duty information of personnel who, by the nature of their position and duties, frequantly interact
with the public, such as flag/general officers, public affairs officers, or other personnel
designated as official command spokespersons. l

ot
D. 0. Cooke
Director

Attachment:
As stated
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MEMORANDUMFOR SECRETARES OF THE MILITARY DEPARTMENTS

' o CHAIRMAN OF THE JOINT CHIEFSOF STAFF
UNDER SECRETARIESOF DEFENSE s
DIRECTOR, DEFENSE RESEARCH AND ENGNEERING
ASSISTANT SECRETARIESOF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
INSPECTOR GENERAL OF THEDEPARTMENT OF DEFENSE
DIRECTOR, OPERATIONAL TESTAND EVALUATION |
ASSISTANTS TO THESECRETARY OF DEFENSE
DIRECTOR, NET ASSESSMEN *
DIRECTORS OF THE IEFENE AGENCIES
DIRECTOR OF THEDOD FIELDACTIVITIES

SUBJECT: Operations Security Throughoutthe Depatmentof Defense

On 14 September the Presilent dechred a naional cImergency b)rcasc*l ofterrorit
attacks and the continuing and immedate threat of further attacks on the United States, As
this Deparfment assiss wide-rangig efforts to defeat internaional terrorsm,. it is clear that
US military and civilian service ives, DOD operaional capmbilities, faclities andresources,

. and the security of iformaton criical to the national security will reman atrisk-foran =~
indefnite peiiod. ‘

Itis therefore vital that Defense Departmert employees, as well’as rersonsin other
organiations that suppat DOD, excroise grear caution in discussing informaton related to
DOD work, regardkss of their duties. Do not condict any work-rehted convaﬁaﬁ‘ons in
commonareas, public places, while commuing, or overunsecuredelectronic circuits.
Classified information may be discussedonly in authorized spacesand with personshaving a
specific needto knowand the propersecurity clearance. Unclassified informafon may
likewise require protection becauseit can oftenbe compiled to reveal sensifve|conchusions.

*Muchof the informaton we use to condict DOD’s operaions mustbe withheqir/ﬁnm-public
releasebecauseofits sensitvity. If in doult, do not release or discuss offidal informaton
except with oherDoD personrel. ‘

All majar component in this Deparmentto include the Office of the S oretary of
Defense, the Military Departmens, the Joint Staff, the Combatart Commandsihe_ Defense
Agencies, the DOD Field Activities and all other organizational entities within the DOD will

o review the Operations Security (OPSEC) Program,descrbed in DOD Directive 5205.2, and

ensurethat their policies, proceduresand persomel are in compliance. We mustensure that
we deny our adversariesthe informaton essential for them to plan, prepareor condiict.
further terrorist or related hostile operations against the United States and this Depa:tment
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